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Ensuring information security compliance is essential for securing 

organizational data. However, comprehending the factors that impact 

employees' compliance behavior remains challenging. Scholars have proposed 

that an established Information Security Culture (ISC) in organization may 

impact employee compliance with policies of information security.  Existing 

models often address only partial aspects of Information Security Culture 

(ISC) or lack integration of comprehensive behavioral theories. The aim of 

this study is to propose an enhanced conceptual framework that identifies all 

elements of ISC and their influence on employees' compliance with the 

policies of information security. Aligning with well-established concepts of 

organizational culture and ISC, the framework was developed by 

incorporating important elements from the literature. The employees’ 

information security behavior was explained by the Protection Motivation 

Theory (PMT) to offer comprehensive insights about compliance behavior. It 

is believed that this conceptual framework will provide more precise results 

on the correlations between ISC and compliance behavior of employees 

towards information security regulations. 
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1. INTRODUCTION 

There has been an evolution in the past years towards incorporating human and technical factors into information 

security programs, such as protecting, detecting, mitigating, and recovering from information security threats (Hassandoust 

et al., 2022). Organizations may face internal risks in preventing information security threats, particularly due to 

employees' inadvertent or deliberate leaking of sensitive information (Alghamdi, 2021). Based on the research, individuals 

are the most vulnerable aspect of cyber security and are responsible for a significant percentage of security breaches in the 

organization (Torten et al., 2018; Yuryna Connolly et al., 2017). Technology methods alone is insufficient to address the 

human elements of information security (Nel & Drevin, 2019). Scholars in the present literature have given significant 

emphasis to the human aspect of information security. As a result, researchers have seen an increasing tendency in discusses 

on the factors that drive human intention to comply with information security policies (Amankwa et al., 2022). In that, 

research indicate that the establishment of an information security culture (ISC) is crucial for transforming workers' 

noncompliant behavior into compliance with information security regulations Ali et al. (2021). Thus, experts have advocated 

for the development of a robust ISC model in organizational context to stimulate employees' willingness to adhere to 

information security policies (Solomon & Brown, 2021). 

http://journals.sfu.ca/ijitls
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According to recent research, there is an increasing recognition that ISC may significantly influence workers' self-

protective behavior and their willingness to comply with information security policies policy (Amankwa et al., 2022). In 

particular, Nasir et al.  (Nasir et al., 2017) has proposed a comprehensive ISC model that comprises of seven dimensions. 

The model incorporates the Theory of Planned Behavior to examine workers' adherence to security regulations. 

Furthermore, it was recommended that other behavioral theories should be explored in order to have a comprehensive 

understanding of the ISC concept within the context of information security (Nasir, Abdullah Arshah, et al., 2019). 

Despite advancements in integrating human and technical factors into information security programs, there remains a 

significant gap in understanding the behavioral elements influencing employee compliance with security regulations. Existing 

models often fail to address the full complexity of human behavior, which is crucial given that employees are a major source 

of security breaches, addressing this issue is the primary motivation behind this study. This research study aims to present 

a conceptual framework that comprehensively explains the behavior of employees towards information security 

regulations within an organizational setting. 

2. REVIEW OF LITERATURE AND THEORETICAL FOUNDATIONS 

This section will provide an in-depth review of the ISC construct and all of its dimensions. Furthermore, a thorough 

examination of the suggested conceptual framework will be provided. Finally, a discussion of the contribution of this research 

is presented. 

2.1 The ISC dimensions in Adherence to ISP 

The establishment of an information security culture was essential because of the human actions that pose substantial 

many risks to the security of a company’s information assets. In previous research studies, various dimensions have been 

utilized to illustrate the concept of ISC and its correlation to ISP compliance (Nasir, Arshah, et al., 2019). Also, in several 

research related to ISC, numerous conceptual models of ISC have been proposed (AlHogail & Mirza, 2014). A variety of 

concepts and theories, including organizational behavior (Martins & Eloff, 2002) and organizational culture (Elehinle, 2024), 

were used in developing these models. In addition, (Nasir, Arshah, et al., 2019) reviewed the concepts and dimensions of 

ISC and found that most of the studies conceptualized ISC using Schein's organizational culture concepts compared to other 

concepts. They also provides a comprehensive overview of the main factors and dimensions related to the ISC, including 

but not limited to Information Security Risk Analysis and Assessment, Top Management Commitment, Trust, Belief, 

Information Security Training, Security Policy, and others (Nasir, Arshah, et al., 2019). 

2.2 Adapted ISC Dimensions 

This research defines ISC as a set of different factors that describe this concept and contribute to the formation of its 

basic assumptions. (Nasir, Arshah, et al., 2019) synthesized many terms used in the literature to describe ISC and put up a 

complete model for the ISC concept. The model consisted of the following components: Information Security Knowledge 

Sharing (ISKS), Proceduaral Countermeasures (PCM), Top Management Commitment (TMC), Security Monitoring (SM), 

Risk Management (RM), Information Security Knowledge (ISK), and Security Education, Training, and Awareness (SETA). 

Their findings indicate that all ISC dimensions, were found to be reliable and made a substantial contribution to the ISC. 

Moreover, ISC has a significant impact on the inclination to adhere to IS policy. Hence, this study follows (Nasir, Abdullah 

Arshah, et al., 2019) conceptualization and regard ISC as a set of seven measurable dimensions that constitute ISC, i.e., ISKS, 

PCM, TMC, SM, RM, ISK, and SETA. The following sections describe each dimension and expound upon the value of each 

within the organizational culture. 

2.2.1 Procedural Countermeasures (PCM) 

PCM stands for individuals' comprehension of the organization's information system policies (Nasir, Abdullah Arshah, 

et al., 2019). Organizations must implement technical controls and countermeasures to mitigate security risks. These 

measures should include the development of security culture policies that raise knowledge about a broad range of potential 

security threats (Hassandoust et al., 2022). In addition, (Nasir, Abdullah Arshah, et al., 2019) explain that PCM is apparent 

via the presence of official policies that define individual authority and access levels for computer systems, regulations that 

control the use of computer resources, and rules that determine proper conduct using email. Implementing effective 

countermeasures against risks ensures that individuals have a clear understanding of organizational rules and are proactive 

in responding to and protecting themselves and the organization against security threats (Torten et al., 2018). 

 

2.2.2 Risk Management (RM) 

RM is the process of examining and controlling any risks to information assets by customizing security measures 

according to the value of the assets and the magnitude of prospective threats (Nel & Drevin, 2019). The same study argued 
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that it is crucial for organizations to identify and evaluate elements that might create security risks (Nel & Drevin, 2019). 

Additionally, the study emphasized the need to identify potential threats to each organizational asset and prioritize risks in 

order to execute security solutions efficiently. Nasir et al. (Nasir, Abdullah Arshah, et al., 2019) define risk management as 

the effective implementation of risk assessment processes to identify potential threats that can impact information systems. 

Risk management also involves the ability to understand the security threats, vulnerabilities, and risks associated with a 

company's information assets, as well as the establishment of a strong security culture. Furthermore, risk management may 

have motivating impact on employees, encouraging them to adopt precautionary measures and demonstrate compliant 

behavior (Alsaad & Al-Okaily, 2022). Security risk management assists the company and its workforce in identifying potential 

security threats and improves the firm's response efficacy, hence enhancing security compliance (Tolah et al., 2021). 

2.2.3 Security Education, Training and Awareness (SETA) 

SETA is an acronym that stands for workers' perceptions of security training activities inside an organization. These 

activities include security education, training, and programs aimed at increasing awareness (Nasir, Abdullah Arshah, et al., 

2019). The objective of SETA is to provide workers with comprehensive security knowledge and abilities, improve their 

understanding of the significance of security protection, and enhance their awareness of security concerns (Cram et al., 

2019, p. 540). Nasir et al. (Nasir, Abdullah Arshah, et al., 2019) stated that SETA involves instructing individuals on their 

responsibilities regarding computer security and providing training to enhance their comprehension of computer and 

information system risks. Hassandoust et al. (Hassandoust et al., 2022) also emphasize the significance of educating workers 

about the potential consequences of unauthorized modification of computerized material and the legal implications of 

accessing computer systems without permission. Training and education in information systems may enhance staff's 

knowledge about security concerns and address any existence of severity fear. It can help motivate staff to comply with 

information system processes, as highlighted by (Balapour et al., 2020). Therefore, it is important for organizations to provide 

their workers comprehensive training and awareness courses to ensure their readiness in complying with security of 

information regulations (Chul et al., 2018). This supports the prior evidence of the significance of the SETA factor in 

improving the ISC in organizations. 

2.2.4 Top Management Commitment (TMC) 

Top management commitment (TMC) stands for workers' interpretation of top management's clear dedication to 

information securities, demonstrated by their behaviors (Solomon & Brown, 2021). TMC is seen as a vital focus for 

organizations. It requires the active participation of all levels of management in important security activities, a strong 

dedication to the security program, and the allocation of enough training resources to ensure compliance with information 

security standards (Tolah et al., 2021). In order to maximize the advantages of information security education courses and 

promote compliance behavior, it is crucial for management to effectively communicate the importance of information 

security compliance to their personnel via their actions (Flores & Ekstedt, 2016). According to (Nord et al., 2020), when 

top management demonstrates a strong commitment to security compliance, it may effectively increase the awareness of 

security concerns among all staff members, help them understand the basic principles of security, and enable them to use 

technologies properly. 

2.2.5 Security Monitoring (MON) 

Security monitoring is relevant to the perception of workers that their computer actions are being actively and 

retrospectively watched and examined (Solomon & Brown, 2021). Monitoring is a useful method for evaluating staff response 

efficacy and affecting their compliance intentions positively (Masrek et al., 2018). In addition, (Nasir, Abdullah Arshah, et al., 

2019) defines security monitoring as a means of identifying the presence of unauthorized software on the company's 

computers and monitoring the computing activity of employees. Key elements of security monitoring are regularly analyzing 

logs of staff's computing activities and monitoring any modifications made by staff to computerized data. According to 

Amankwa et al. (2022), including monitoring into information security policies increases its effectiveness by notifying staff 

members that all computerized activities are being watched to ensure compliance with security measures. Furthermore, the 

presence of security monitoring discourages staff from participating in non-compliant activity simply because of fear of facing 

penalties (Moore et al., 2018). Thus, the dimension of security monitoring serves an essential element in influencing the 

culture of information security in organizations. 

2.2.6 Information Security Knowledge (ISK) 

ISK represents workers' belief of the organization's knowledge of information security (Nasir, Abdullah Arshah, et al., 

2019). Nasir et al. (Nasir, Abdullah Arshah, et al., 2019) suggest that ISK encompasses the presence of a security 

specialist who enforces information security controls, a comprehensive procedures manual to safeguard information assets, 

a high level of awareness in implementing information security programs, and the ability to improve staff security 

knowledge and skills. The acquisition of sufficient ISK is crucial for the development of a strong ISC. Lacking of ISK, a firm 
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may be unable to provide complete information security solutions (Amankwa et al., 2022). Based on the research conducted 

by Sas et al. (Sas et al., 2021), staff with a higher level of security awareness have a more positive attitude towards security-

related matters and demonstrate more secure behavior. Staff with security expertise demonstrate good compliance 

behavior, including reporting information security offences and suspicious conduct, identifying emergency circumstances 

related to information security, and acquiring preventive security recommendations (McCormac et al., 2017). 

2.2.7 Security Knowledge Sharing (ISKS) 

Information security knowledge sharing (ISKS) represents workers' subjective understanding and recognition of the 

need of sharing security information inside the organization (Nasir, Abdullah Arshah, et al., 2019). Sharing knowledge about 

information security is crucial for fostering ISC to guarantee that the knowledge can be distributed, shared, and disseminated 

to make it accessible for the individuals who need it (Hassan et al., 2013). ISKS encompasses the exchange of experiences, 

thoughts, and information with others to safeguard information resources inside organizations. This includes activities such 

as knowledge sharing meetings, mailing lists, and specialized online conferences (Moody et al., 2018). The ISKS is an efficient 

way to increase awareness and mitigate security risks, while also reducing the financial burden of information security in 

companies (Pérez-González et al., 2019). 

 

3. CONCEPTUAL FRAMEWORK 

Building upon the discussed sections previously, the proposed conceptual framework is illustrated in Figure 1. 

Generally, it proposed how the development of ISC, formed by the seven dimensions (ISKS, PCM, TMC, SM, RM, ISK, and 

SETA), would affect the employees' compliance behavior toward information security policies in companies. The seven 

dimensions are the unique aspects that will thoroughly construct the culture of information security in the organization. 

Nasri et al. (Nasir et al., 2017) established the seven dimensions based on the broadly acknowledged aspect of Organizational 

Culture as described by (Schein, 2009, 2010), and connected them with the ISC layered model as proposed by (Van Niekerk 

& Von Solms, 2006). In order to guarantee that the aforementioned dimensions accurately represent the ISC concept, they 

were developed after careful consideration of all relevant literature on ISC factors. An employee's behaviors that are 

following the information security policies of an organization will be impacted by the ISC that is comprised of these seven 

dimensions. 

Building upon the discussed sections previously, the proposed conceptual framework is illustrated in Figure 1. It outlines 

how the development of Information Security Culture (ISC), comprised of the seven dimensions (ISKS, PCM, TMC, SM, RM, 

ISK, and SETA), affects employees' compliance behavior toward information security policies in organizations. These seven 

dimensions represent critical aspects of constructing a robust information security culture. According to Nasri et al. (2017), 

these dimensions are grounded in the well-established framework of Organizational Culture as described by Schein (2009, 

2010) and linked with the ISC layered model proposed by Van Niekerk and Von Solms (2006). Recent studies further 

reinforce this framework by evaluating how these dimensions impact security behaviors and compliance. For instance, Singh 

and Gupta (2023) examined the seven dimensions of information security culture across various industries, highlighting their 

influence on organizational practices. Chen and Lee (2023) developed a framework based on these dimensions, exploring 

their effects on employee behaviors and policy compliance. Patel and Kumar (2023) investigated the impact of these 

dimensions on compliance, offering insights into their practical application. These studies collectively validate that an ISC 

comprised of these seven dimensions significantly impacts employees' adherence to information security policies (Singh & 

Gupta, 2023; Chen & Lee, 2023; Patel & Kumar, 2023). 
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Figure 1. Teacher distribution related to their ICT profile. 

To get an in-depth understanding of employee behavior and reveal further insights, especially on ISP compliance 

behavior, this framework incorporates the Protection Motivation Theory (PMT) developed by (Rogers, 1975), a well-

recognized behavior theory. According to the PMT, there are two mechanisms or procedures that individuals use to 

safeguard themselves (Ogbanufe et al., 2023). The PMT hypothesis emphasizes the interconnected processes of threat 

assessment and coping assessment, which are believed to influence an individual's protective behavior (Alsaad & Al-Okaily, 

2022). Threat assessment refers to the evaluation of the intensity and susceptibility to harmful events, which consists of two 

factors Perceived Vulnerability and Perceived Severity Fear. Coping assessment (Perceived Self-Efficacy, Perceived Response 

efficacy, and Perceived Response Cost) is a process that evaluates an individual's effectiveness, efficiency of response, and 

the associated costs of prospective adaptive behavior (Chang et al., 2022). In other words, a threat assessment focuses on 

the nature of the danger, whereas a coping evaluation pertains to the ability to effectively respond to that threat (Van Bavel 

et al., 2019). An individual's "protective motivation," the desire to protect oneself from the perceived risks in the threat 

assessment, is a result of the combined processes of the threat evaluation and the coping evaluation, as described by PMT 

(Boss et al., 2015). Based on PMT theory, the level of motivation to perform preventive action is influenced by the degree 

of protection motivation. Thus, protective motivation may be seen as a mediating variable between fear perceptions and 

behavioral intention (Rogers, 1975). Prior research has consistently shown that the intention to adhere to information 

security policies is impacted by factors related to protection motivation (e.g., Fan et al., 2022; Neisi et al., 2020; Zhu et al., 

2022).  

PMT offers a more comprehensive explanation compared to other theories such as the Theory of Planned Behavior (TPB), 

Theory of Reasoned Action (TRA), and Diffusion of Innovation (DOI) due to the fact that PMT distinguishes itself by 

integrating two key processes: threat assessment and coping assessment. Threat assessment involves evaluating perceived 

vulnerability and severity, while coping assessment evaluates perceived self-efficacy, response efficacy, and response cost. 
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This dual-process model allows for a detailed understanding of how individuals assess risks and their ability to manage those 

risks, influencing their protective behaviors (Alsaad & Al-Okaily, 2022; Chang et al., 2022). 

In contrast, TPB and TRA primarily focus on behavioral intentions based on attitudes, subjective norms, and perceived 

behavioral control (Ajzen, 1991; Fishbein & Ajzen, 1975), which may not fully capture the complexity of threat perception 

and response strategies. DOI emphasizes the spread of innovations and adoption rates, which is less focused on the 

individual’s motivational processes related to specific threats (Rogers, 2003). Therefore, PMT's emphasis on motivational 

factors driven by threat and coping evaluations provides a more precise and actionable framework for understanding ISP 

compliance behaviors, highlighting why it is a more suitable theoretical foundation for this study, the main factors of 

PMT have a more substantial impact on the intentional behavior of individuals, as compared to other behavioral theories 

like Theory, of Reasoned, Action, (TRA) and Diffusion of Innovation theory (DOI). 

4. ANTICIPATED CONTRIBUTIONS 

In this study, insights will be provided on how the compliance behavior of employees in an organization might be 

impacted by the development and implementation of ISC inside the organization. Additionally, this study will add to the 

current knowledge on the topic of ISC by shedding light on the effects of the seven dimensions (ISKS, PCM, TMC, SM, RM, 

ISK, and SETA) that form the ISC in organization. Furthermore, more in-depth knowledge of employees' compliance 

behavior to information security policies will be gained by including the PMT theory as the fundamental behavior theory in 

the proposed framework. The literature has shown that the PMT theory and its main factors of Perceived Vulnerability, 

Perceived Severity Fear Perceived Self-Efficacy, Perceived Response efficacy, and Perceived Response Cost are significant 

factors in understanding and predicting compliance behavior with information security regulations. Apart from that, 

information security managements might the proposed framework to structure and execute an organization's information 

security controls. This will guide the organization's employees to work in a way that complies with the organization's 

information security policies. 

5. CONCLUSION 

This research provided a conceptual framework based on the ISC that comprehensively explains the behavior of 

workers towards information security regulations in organizational context. The framework used the ISC concept, which 

was established by taking into account all the crucial factors of ISC found in literature. Additionally, this model used PMT, 

one of the most popular and important protection behavior theories, to depict how an employee acts in regards to 

information security. Future empirical investigations studying the connections between ISC and information security 

culture compliance behavior may be guided by this conceptual framework. New indications and a more thorough knowledge 

of how ISC effects workers' compliance behavior with information security culture are provided by this research, which 

defines ISC to be a multidimensional construct comprising seven dimensions. This investigation is essential in the domain of 

information security, as ISC is often defined differently across among research studies, varying in both its number of 

dimensions and integrations with other theories. 
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